
Increasingly sophisticated digital threats and increased violence on 

campus make it harder for institutions to protect students and staff

KEEP STUDENTS SAFE 

ONLINE AND ON CAMPUS

Partner with an industry leader that provides comprehensive solutions with 

our partner ecosystem to meet all your physical and cybersecurity needs

Help protect data from 

breaches and cybercrime

Leverage industry-leading 

security controls and 

intelligence to help protect 

against new and evolving 

cyber attacks

Maximize physical campus 

safety and accelerate 

emergency response times

Control building access with 

ease and quickly identify 

potential threats with faster 

emergency notification and 

response

Help ensure your students 

are protected from identity 

theft and fraud

Establish defense in depth and 

remediation measures to 

enhance the protection of   

students’ personally 

identifiable information

UNIVERSITY

36% of universities are hit by a 

cyber attack every hour1

In 2016, 78% of crimes against university 

students and faculty reported under the 

Clery Act occurred on campus2

Higher education accounts for 17%
of all data breaches where personal 

information is stolen, second only

to healthcare3

37% of higher education leaders say their 

institution’s locks and doors are not 

properly configured for safety and security4

Automatically identify suspicious activity 

through real-time video analysis, while 

also addressing video security and 

privacy needs

Physical campus safety and security

Maximize safety and enhance 

communication during emergencies with 

mobile alerts and safety apps

Ensure the right people have access to 

the right spaces at the right times using 

digital access control

Cybersecurity and data protection

Enhance the security of personally 

identifiable information, data, devices, 

applications, and infrastructure

Benefit from a team of over 3,500 

cybersecurity experts and over $1B 

invested a year in security

Leverage advanced analytics to quickly 

identify abnormal activity and gain 

deeper insights into cyber attacks

Phishing

Smart and Secure Campus solutions empower higher education 

institutions to help protect students and faculty online and on campus

1. VMWare, University Challenge: Cyber Attacks in Higher Education, 2016. 2. US Department of Education, Campus Safety and Security Data Analysis Cutting Tool, 2018. 

3. HUB, Higher Education – A Goldmine of Personal Data for Hackers, 2017. 4. Campus Safety Magazine, Campus Safety Access Control Survey, 2017.   

Ransomware DDoS

Data loss



State University IT

Ready to talk to an expert? Contact us 

“

University of Puerto Rico

“The solution, built on Microsoft Azure, is ideal 

not just for schools, but for any organization 

that wants to keep its community members 

safe. The peace of mind it provides is priceless.” 

- Efraín Vázquez-Vera, Chancellor, University of 

Puerto Rico at Humacao 

Industry leaders with deep experience in campus safety and security

Phishing 
attempt 
flagged

Blocking URL

User reset

Detect and prevent suspicious activity while instantly communicating incidents across campus

THREAT DETECTED

OFFICER DISPATCHED 

Lockdown initiated

Identify and remediate cyber threats that affect student and school data 

Maximize student  safety and online 
security with the latest technology

Please reset
password

Alert potential 
phishing attempt  

Cyber Attacks Stopped: 2018

Phishing 
attempts

DDoS 
attacks

300

44

122

Ransom 
ware

Microsoft 365

Campus Lockdown:
Mountain Lion on the premises. 

All buildings secured until 
further notice

ALERT

What leading institutions are saying 

University of Southern Denmark

“Tools like Windows Defender ATP are so deeply 

integrated… that I have better analytics and 

detailed forensics to strengthen our overall 

security profile.”

- Bo S. Dreier, IT Security Specialist, 

University of Southern Denmark

https://info.microsoft.com/ww-landing-Contact-Microsoft-Education-website.html

